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May 17, 2018 

 

DIGITAL DISRUPTION REPORT, 

LAWTON CITY COUNCIL IT COMMITTEE: 

 

The City of Lawton experienced a malware event that infiltrated and crippled its digital systems on Aug. 

22, 2017. Recovery efforts – with the assistance of the Office of Management and Enterprise Cyber 

Security (OMES), OneNet, Quasar Data Center, Perkins Communication and Sherlock Services – 

immediately ensued and the following report offers additional information and timelines in respect to the 

malware incident. 

 

Upon discovery of infiltration, City of Lawton network staff in the Information Technology Division 

followed standard virus protocol and discovered the virus exhibited “worm like propagation” in its rapid 

infection of the City network. Digital scans and cleanings of servers and computers took place, as the 

initial focus of staff members was to restore all network and application systems. 

 

The City of Lawton engaged outside assistance and support from the Oklahoma Cyber Security Team on 

Aug. 24, 2017. The team arrived on-site the same day and worked alongside OneNet, the state’s internet 

service provider, to form a strategic plan to determine City impact, provide additional support to the City 

in investigation, rebuild network infrastructure, implement additional security measures and fully recover 

from the incident.  

 

In the days following OMES’s assistance, the Federal Bureau of Investigation (FBI) also began an 

investigation into the digital issues that the City was experiencing and working to resolve. The Bureau 

soon communicated findings of a polymorphic banking malware, more commonly known as a banking 

Trojan and caused by sophisticated software that mutates to carry out incessant network attacks. At the 

time of discovery, according to OMES, this type of malware had never been seen in the state of 

Oklahoma.  

 

Investigation continued in months to come, as did remediation and recovery efforts. Steps in remediation 

efforts included quarantining infected portions of the City network, reimaging machines, configuring a 

new firewall, securing user accounts, as well as the review and appropriate filtering of all network traffic; 

steps in recovery efforts included restoring backup images of virtualized and physical servers, reloading 

work stations, restoring drives and carrying out data transactions for nearly 900 computers throughout the 

City. Although the malware was contained and email servers were back online in segregated virtual local 

area networks (VLAN) on Aug. 29, 2017, in-office recovery processes were not immediate for all staff. 

Critical City systems – those associated with emergency operations (E-911) or finance services – were 

restored by Aug. 31, 2017. Additional departmental services were placed on high priority, and all City 

department servers were fully recovered during the following month, with the lawtonok.gov website 

restored by mid-October. Wireless communication links to remote facilities – such as McMahon 

Auditorium, fire stations, the City Landfill and treatment plants – delayed full recovery and operational 

connectivity by additional months as site links were not configurable with the new segregated network. 

 

To date, the aforementioned goals of rebuilding network infrastructure, implementing additional security 

measures and completing full recovery have been accomplished with the support of our community 
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partners. All servers and facilities have also been migrated to the new network architecture, which had 

been in the preparation phase of part of a planned Opterra Project for the City of Lawton prior to the 

cyber attack. The City of Lawton recognizes the cyber attack could have caused more disruption if it had 

not been identified and stopped quickly, or recovered from appropriately with preventative security 

measures prioritized. 

 

A full report is still awaited from the FBI and will not be available until the conclusion of the 

investigation. However, officials have released that the malware was believed to be delivered via email 

through external mail and that 757 city employee user ID accounts were affected by the incident. 

Remediation costs to the City of Lawton have totaled more than $100,000 in IT services and equipment. 

Telemetry tests conducted immediately following the incident have shown no signs of exfiltration of 

sensitive data and therefore we are confident no private information was compromised. 

 

The City of Lawton has worked to create and implement needed architecture as to restore confidence, 

business operation capabilities and mitigate cyber risks. City leadership has renewed its dedication to 

enhancing cyber security and thanks the citizens for their patience and support as digital disruption was 

navigated. 

 

Further, the City of Lawton has taken a positive step forward with Lawton City Council approving a 

professional consulting service agreement with Landmark Technology Solutions in April of 2018, in 

which technical advisory services – with a focus on operational integrity, systems reliability and cyber 

security safeguards – will be accepted by City staff. 

 

 

Prepared by: 

 

Cindy Price 

City of Lawton IT Supervisor 

 


